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Abstract 
The scope of this document is to guide the intended audience to deploy and log into the 

CyberCloak Cloud application within an aws environment. Deploying the application 
incorrectly could lead to unintended outcomes and this guide ensures the deployment is 

successful.       
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Subscribing to CyberCloak 

Preface 
 The prerequisites that are needed for a successful deployment is having the correct 
permissions and access to the needed services within aws.  

Initial setup    
 CyberCloak Cloud will be installed via the AWS service AWS Marketplace. From the 
main console page in the search bar type AWS Marketplace to find and open the service.  
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 Within the Marketplace on the left navigation pane select Discover products and 
search for CyberCloak Cloud and select the product.    

 

 

 
 On the Next screen select the View purchase options which will lead to the licensing 
page. Currently licensing is designed around a Bring Your Own License (BYOL) model. It 
will be free to accept on AWS Marketplace and will be purchased directly through Blueridge 
Networks. After accepting the offer the application can now be deployed. 

 

Deploying CyberCloak 
 
 Under Manage subscriptions on the left navigation pane CyberCloak Cloud should 
appear and then on the top right select the Launch new instance on the right. 
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Once selected AWS will prompt for the setup information needed to deploy the 

application. Currently CloudFormation is highly recommended, since it will run all the 
necessary steps needed for a successful installation. It is not recommended to run the 
setup through Amazon EC2.  

 

 
 
Select the Version, the default is the latest stable release. 
Select the Region that the application would be deployed to. 
 

 
Then select the Launch with Cloud formation button on the bottom  
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Cloud formation will have 4 steps to set up before it can be run.  They are shown in 

the image below.  
 

 
  



P a g e  | 6 
 

 

Step 1 Create Stack 
 
 Within the CloudFormation configuration all the defaults should be left alone and 
just continue by pressing the next button. 
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Step 2 Specify Stack Details 
Continue filling out the information needed for the script here including  

Parameter Expected value Description  
Stack Name String Name of the stack 

Allowed CyberCloak CIDR IP range in String Format CIDR for all allowed 
CyberCloak clients. This is 
likely 0.0.0.0/0 to allow 
access from everywhere 
and CyberCloak will 
authenticate all access. 
 

Allowed Management CIDR IP range in String Format Initial CIDR allowed to 
access the CyberCloak 
management UI. 
 

Deployment Tag String Default value used for the 
deployment 

Enclave Address IP range in String Format Initial CIDR for the Enclave 
Bridge within the 
CyberCloak server. 
 

Image ID Marketplace AMI This is the alias of the 
Marketplace AMI that will 
be deployed as part of this 
stack 

Instance Type EC2 Instance Type EC2 instance type to use for 
CyberCloak instances - 
default is t3.small. 
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Step 3 Configure stack options 
 Options on this page should be left to their default options unless there are changes 
the administrator deploying the application deems necessary with permission or roll back/ 
deletion policies. Standard deployment is to leave the default settings, Check the box at 
the bottom acknowledging IAM resource creation  and select Next.  
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Step 4 Review and Create 
 As the step states Review all the settings confirm everything is correct and click 
submit. CloudFormation will then go through and deploy the application, and it should be 
available in EC2 momentarily.  
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Credential Creation  
 Before we can connect to CyberCloak an account will need to be created within 
Cognito. Search for Cognito in the AWS search bar and select Cognito.  

 
 Once in Cognito a user pool should have been created by CloudFormation. Select 
the pool and then on the left navigation pane under User management select Users. Then 
click the create user button.  

 
 Create the username and a temporary password. All the other fields can be left to 
their defaults.  
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 Once the User is created, add the necessary groups for access.  
Select the Add user to a group button. Select the groups the user should be apart of and 
then click Add.      

 
The user should now be able to log into the CyberCloak application. 
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Connecting to CyberCloak 

 Once CloudFormation successfully deploys the application, and the EC2 instance 
is created. On the left navigation pane select Load Balancer. Select the newly created 
instance and in the menu below copy the DNS name value and paste it into a new web URL 
tab. This is how the application will be accessed. In the image below the DNS name A 
record would be the name created in step 2 of cloud formation. The Name CyberCloak is  
being used as a placeholder.    
 

 

 
 Note: Always include "https://" at the beginning of the address. "http://" is not allowed.
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The user account created in cognito should be able to log in now and once logged in 
will be prompted to change their password and set up their preferred 2fa application by 
scanning the QR code with their Phone and typing in the code provided by their 2fa 
provider. Once logged in the user will be presented with the application dashboard.   
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